Mepbl Mo npodunnakTuke
MOLLEHHMNYECTBa cpeau rpaxagaH

Obuwasa nHgopmauus

Mepbl NPegoCTOPOXKHOCTM MPU UCNONb30BaHUM NITACTUKOBLIX KapT

B nocnegHee BpemMsa HabnopaeTcs POCT 4ncna MOLEeHHNYECTB C MNN1aCTUKOBbIMU KapTaMu. [ns Toro, yTO6bLI 06E30MacuTb
Baw cuet ot NPEeCTYMNHbIX NOCAraTenbCTB, HeobXxoaMMO 3HaTb U BbIMNOSHATL cneaywuime npocTtble npasuna:

1. Hukorga n Hukomy He coobuwanTe NMUH-kog Baweri kapTol. Jlydlle Bcero ero 3anomMHuTb, a He XpaHuTb PAAOM C KapTow U
Tem Gonee He 3anucbiBaTh NMNH-koa Ha Hee.

2. He nossonsante HUKOMY MCMonb3oBaTh Bally nnacTuKoByto KapTy.

3. Ecnn Bam no3BoHMNM 13 kakon-nvbo opraHmsaumm unm Bel nony4mnnm nncbMo No 3NEKTPOHHOM noyTe (B TOM Yucne 13
6aHka) ¢ npocbbow coobLLNTL pekBU3UTLI kKapTel 1 NMNH-ko4 noa pasnuyHbIMY NpeanoraMu, He CneLwmnTe ee BbINOMHATD.
[Mo3BOHUTE B yKa3aHHYO opraHusaumio 1 coobLmTe o gaHHOM dakTe. He nepexoanTe no ykasaHHbIM B MMCbME CChInkam,
MOCKOSbKY OHU MOTYT BECTU Ha CavTbl-ABONHUKM.

4. Ecnu Bbl yTpaTtunm KapTy, CPOYHO CBSXKUTECH C BaHKOM, BblAaBLUUM €€, COOBLLMTE O CIyYMBLUEMCS U CrieaynTe
WHCTPYKUMAM COTPyAHUKa BaHka.

5. MNMpw npoBeaeHUN onepauuin ¢ KAPTON NONb3YNTECH TONLKO TEMU BaHKOMaTaMu, KOTOpbIE PacnonoXeHbl B 6e30nacHbIX
MecTax 1 000opyaoBaHbl CUCTEMON BUAEOHabMNOAEeHNS 1 OXpaHOW (B rocy4apCTBEHHbIX yUpexaeHunsx, 6aHkax, KpynHbIX
TOProBbIX LeHTpax u T.4.).

6. CoBepLuanTe onepawmm ¢ NAaCTUKOBOM KapTol Tak, YToObl Haxo4sLmMecs psagom NloamM He MOTW NPOCNeanTb 3a
Bawwumn manunynaumamm. Ecnm 3To HEBO3MOXXHO, CHAMUTE AeHbIM C KapTbl NO3Xe NMbo BOCMONb3yATECH APYrM
©aHKkomaToM.

7. ObpaLlarite BHUIMaHUE Ha KapTOMPUEMHIK U knaBuaTtypy 6aHkomarta. Ecnn oHn o6opyaoBaHbl KakuMn-nmbo
JOMOSHUTENBHLIMU YCTPOWCTBaMU, TO OT UCTONb30BaHMWsI JaHHOro GaHkomaTa nydlle Bo3aepXkaTbCs U COOBLLUTL O CBOUX
NOZO3PEHUSAX MO YKa3aHHOMY Ha HEM TeredoHy.

8. B cnyyae HekoppekTHoit paboTbl 6aHkoMaTa (OoNroe BpeMsl HaxoOUTCS B peXMMe OXuaaHusl, CaMONpOoU3BOJIbHO
nepesarpyxaeTcsl) OTKaXWUTeCb OT ero UCMoNb30BaHUSI.

9. Hukorga He npuberaiite K NOMOLLY TGO coBeETaM TPETbMX WL, MPW NPoBeAEHUN onepaLunii ¢ 6aHKOBCKON KapToW B
OaHkomaTax.

10. B ToproBbIx TOYKax, pectopaHax 1 kage Bce AeNCTBMSA ¢ Bawel nnacTMkoBom KapTon SOMMKHbI NPOMcXoanTs B Balem

NPUCYTCTBUN. B NPOTUBHOM Cly4yae MOLUEHHUKN MOryT NoNy4vynTb PEKBU3UTDI Bawen KapTbl Npn NnOMOLLUKM cneunanbHbIX
yCTpOI7ICTB N NCNOSb30BaTb WX B JaNbHENLEM A8 U3rOTOBNEHMS NOAOENKMN.

MoweHHn4YecTBO B UHTEepHeTe



1. MoLwueHHNYecTBa, CBA3aHHbIe C MHTepHeT-Mara3MHaMM.

Yepes MIHTepHeT BaM MOryT nNpeanoxuTbs NpuobpecTty Bce, YTO YroaHO, a pacno3HaTb Noaaerky npu nokynke yepes cetb
ObiBaeT cnoxHo. OgHako, cobntogas HekoTopble NpaBusa NPeaoCTOPOXHOCTU, MOXKHO OrpaanTb cebs OT BO3MOXHbIX
HENPUATHOCTEN.

Bac gomkHa HaCTOPOXUTb CIIMLLKOM HU3Kast LieHa Ha onpeaeneHHbin ToBap, a Takke OTCyTCTBME dakTmyeckoro agpeca nnu
TenecoHa npoaasLa. CKopee BCero, BamMm npegnararoT npmoGpecm noggenky nmbo xoTaT NPUCBOUTbL Balln OEHbIN.

He noneHutecb NO3BOHUTL npogasuy no Te.l'le(bOHy n no,qpoﬁHee BbIACHUTb Yy>X€ U3BECTHbIE BaM 0cobeHHOCTH TOBapa, ero
TeXHUYECKNEe XapakKTepUCTukKn n 1.4. 3aMuHKM Ha OPpyrom KoHue npoBoga unn HeeepHad WMHopMauus, KOTOPYIO BaM
cooOLWMNK, AOIMKHbI CTaTb MOBOAOM 4118 OTKasa oT MNOKYNK1 B JaHHOM MHTepHeT-MarasuHe.

Hasegute cnpaBku 0 npogasue, n3y4ute OT3biBbl O €ro pa60Te, 1 TOJIbKO Mocrie 3Toro peLua|7|Te - UMeTb N gero C
Bbl6paHHbIM BaMu MHTepHeT-MaFa(iMHOM.

|_|OJ'Ib3yI;1TeCI:> ycnyramum KypbepCKOIZ [OCTaBKU U onfiadnBante CTOUMOCTb TOBapa no q.)aKTy OOCTaBKW.

2. DUnHr.

®uwmHr (ot aHrn. fishing - ppibHas NoBMA, BblyXXMBaHWUE) - BUA MHTEPHET-MOLUEHHUYECTBA, LieMb KOTOPOro - NOMy4nTb
JaHHble, coaepXKallmnecs Ha Ballen NnacTUKOBOW KapTe.

3MoyMbILLNEHHNKN PaCChINaloT 3NEeKTPOHHbIE NMCbMa OT MMEHN BaHKOB MU NnaTeXHbIX cuctem. MNonb3oBaTento
npegnaraeTcs 3alTu Ha CalT, KOTOPbIN SABNSIETCA TOYHOWN KOMMERN HacTosLLero canta 6aHka, roe MoXHo yBuaeTb
06bsABNEHUs1, Hanpumep, 06 n3ameHeHun cuctemol 6esonacHocTn 6aHka. [na AansHenwen BO3MOXHOCT NCMONb30BaTb
CBOIO MacTMKOBYIO KapTy Bac NPOCAT yKasaTb NMH-KOA M AaHHbIe, coaepXalumecs Ha kapTe. BnocneacTeum atm AaHHble
MCNOMb3YTCS NS U3roTOBNEHUs NOAAENBHON NNAacTUKOBOW KapThbl M 0OHaNMYMBaHNA AeHEXHbIX CPeACTB, COAePKaLLMXCs
Ha BalleMm cyeTe. OCTaBMB CBOM AaHHble, Bbl (DAKTUYECKW NPENOAHOCUTE MOLLEHHUKaM AeHbrv Ha brogeyke.

OfHoI 13 pasHOBWUOHOCTLIO AaHHOMO BiAa NPaBOHaPYLLEHUS SIBIISIIOTCS 3BOHKM HA COTOBbIE TenedoHb! rpaxaaH sikobbl OT
npeacTtaBuTeneii 6aHka ¢ Npocbboii moracute 3a40JPKEHHOCTL MO KpeauTy. Koraa rpaxkaaHuH coobLaeT, YTo HUKaKoro
KpeguTa He Gpan, eMy npeanaraeTcsl yTOMHUTb JaHHble, CoAepXKallnecs Ha MnacTMKOBOW kapTe. ATOro yxe AOCTaTO4YHO
Ans MOKYMNKY ToBapoB B MIHTepHeT-marasvHax.

CnepyeTt NOMHUTL, Y4TO 6aHKM U NaTexHble CUCTEMbI HUKOTAA He MPUCLINAOT NUCEM U HE 3BOHSIT Ha TenedoHbI rpaxaaH ¢
npocbboi NpeaocTaBuUTbL

CBOW AaHHble. Ecnn Takasi cutyauus npousoiaeT, Bac NonpocsT npuexatb B 6aHK MUYHO.

3. MHTepHeT-nonpowanHn4ecTBO.

B MHTepHeTe MoryT nosiBUTbCst 06bABNEHNS OT 61aroTBOPUTENBHOM OpraHu3aLmm, AeTCKoro Aoma, npuiTa ¢ Nnpocbooii o
MaTepuasbHOM MOMOLLM GOrbHBIM AeTsAM. 3MOYMbILLNEHHUKN CO34at0T CaiT-aybrnep, KOTOpbIV ABMSIETCA TOYHOW KOMMEN
HaCTOSILLIEro, MEeHSIOT PEKBU3UTLI AT NEPEYNCTIEHNS] AEHET.

[Onsi Toro, 4ToGbl HE NOMACTbCSt HA KPHOYOK U HE OTAATh CBOW AEHLIM B PYKWU MOLLIEHHWKOB, HE MONEHUTECH NEPE3BOHUTL B
yKasaHHYl0 OpraHusauuto, yTOYHUTL HOMEpP pacyeTHOro cyeTa NMbo NoceTUTh ee NMMYHO, YOeanTbCa B JOCTOBEPHOCTM

pasmeu.l,eHHoﬁ VIH(bOpMaLI,I/IVI, BbIACHUTb BCEe I'IO,D,pO6HOCTVI aena, a 3ateM yxe pewlartb - nepegaBaTtb OeHbr Uinn HeT.

4. MoweHHu4YecTBa B OTHOLUEHUWN MHOCTPaHHbIX rpaxaaH (bpayHbie acdepbl).



He BCTPEeTMB B peaanoﬁ XN3HU CBOKO NOJIOBUHY, MHOIME MYX4YUHbI NPOOOIDKAaKT UCKaTb €e B MHTepHeTe. Mownckn
Ha4YMHAOTCS Ha canTax 3HAaKOMCTB U AHEBHUWKAX, rae 6y,u,y|.|.w|e M36paHHVILI,bI pasmMeLllarT CBOU q)OTOFpa(DVIVI.

O1m NOJIb3YKOTCA 3JI0YMbILLUNEHHUKN, NCNOJb3yA q)OTO AeBYLLEK, NnpuBieKkad ncmxonoros, nporpaMmmMmncToB, NnepeBoa4nKoB
M nocpeacTtsoM 3TmnX CanToB 3aBsA3bIBAKOT nepenncky ¢ goBep4ymBbiMn MHOCTPaHUaMMW.

3anagHble XeHUXM «KMOT» Ha 00bABNEHWS, rae HeTpeboBaTemnbHbIE PYCCKME KpacaBuLbl FOBOPSAT O TOM, YTO HyXAalTcs
B CEPbE3HbIX OTHOLLEHMAX. A B3aMeH BE4HON Mo6BK, NOPOoN Nocrie MecsiLeB Nepenmncki, NPOCAT peLunTb X PUHAHCOBbIE
npobnemsbl - NOMoYb 06ecnevnTb cuaenkon 60MbHbLIX pogMTENen, pacnnaTuTbCa C KpeauToM, NepeBecT AeHbrn Ha
nepeneT K XXeHNXy B AanbHee 3apybexbe 1 T.4.

Mocne nonyyeHns AeHer HEBECTbLI NMepecTatoT BbIXOAUTb Ha CBA3b. [bINK1Me MHOCTPaHHbIE NMOKITOHHWUKK, NMOHSAB, YTO NX
obMaHynu, obpaltatoTcs B NonNuumio. 310yMbILLUNEHHUKN PAcCYUTBLIBAIOT TOMBKO Ha XXEHUXOB U3 AanbHero 3apybexbs, T.K.
npeacrasuTeny 6nvkHero 3apybexbsa NpeanoYnTaroT npuexaTb B rOCTU K HEBECTE CaMU, YTO HEBLIFOAHO ANS MOLUEHHMKOB.
5. OctopoxHo! Bupyc!

CywHocTb BUpYyca - nepeagpecaums Co CTpaHu1Lbl 3anpalumBaemMoro pecypca Ha UKTUBHYO, CKONMMPOBAHHYIO C
HacToswen. NMoameHa ocylecTBnaNack 4nA caMmbix NONYNsApHbIX pecypcoB PyHeTta: AHgekc, Pambnep, Mawin, BKoHTakTe,
OHOKNACCHUKM.

Habwupas Ha «3apaXeHHOM» KOMMbloTepe agpec OAHOro 13 ykasaHHbIX pecypcoB, Nofb3oBaTenb NonagaeT Ha cepBep-
nogmeHy, rae emy npeanaraeTcs CTpaHvua AnA BXoAa B cuctemy (UMs 1 napons). C y4eToM Toro, YTo B aApeCcHOm CTpoke
yKasaHO KOPPEKTHOE UMS, a BHELLHWI BUA CKOMUPOBAaH C OpUrMHarnbHOro cepeepa, y 60MbLUMHCTBa Nnonb3oBaTtenei He

BO3HVKaET NOAO3PEHUI B MOANMHHOCTU CTPaHULbI.

Mocne BBOAA MMEHN U Napons oToGpaXaeTca UHas cTpaHuua, rae y)ke roBoputcsl 0 Heo6Xo0AUMOCTM «NOATBEPXKOAEHUA»
UMK «aKTMBaL MUy Y4EeTHOW 3an1cK 3a CMC Ha KOPOTKUIA HOMep, CTOMMOCTb KOTOPOro MUHUManbHas Unu skobbl 6ecnnaTtHas.

Takvm 06pa3om, 3MOYMBbILLNIEHHWKN HE TOMbKO CHUMAIOT AEHEeXHble CPeACTBa CO CHETOB abOHEHTOB, HO M MOSTy4atoT JNIOrMH
1 naposb AO0CTyna Nosb30BaTens K yka3aHHbIM MOMynsipHbIM pecypcaM, YTO NO3BONSIET MM B AanbHelLeM OTnpaBnsaTe OT
VMEHW «XepTBbI» pasnnyHble COOOLLEeHUs, Hanprmep:

- nporpammka ans 6ecnnaTtHon oTnpaBKku NogapkoB! MHe He 3abyab OTnpaBuTh!

- npuBeT. JloBM NporpaMMKy no 6ecnnaTtHOMyY MOBbILLIEHWNIO PEWTUHIA, HO HE AaBal HUKOMY BonbLue. OTO He crnam.
OCHOBHbIE TeMbI, KOTOPbIE UCMOMb3YIOTCSA AN «PEKNaMbl» CKauMBaHWS U 3amnycka 3apakeHHbIX MPorpaMm:

- 6ecnnaTtHoe noBbllWeHne penTnHra « BKoHTakTey;

- nporpamma nepexeata SMS coobLieHuii ¢ TenedoHa;

- AonosnHuTeNbHbIE YHKLMKN B COLMarbHbIX CETSX, KOTOPbIE He CyLLeCcTBYIOT (nogapku, VIP-goctyn n 1.4.)

Mocne nepexona no CCblfike KOMMbITEP NOoJib3oBaTeid aBTOMaTU4eCKN 3anyCkaeT Bpe4OHOCHYIO nporpamMmmy.

Hawu pekomeHdayuu

nOCTpaﬂaBLIJI/IM pekomeHayeTCcAa NAMeHUTb Naposib A0CTYyNa K YKa3aHHbIM pecypcaM, a TakXe YCTaHOBUTb BEPCUU
aHTUBUPYCHbIX NMporpamMmm c OOHOBMEHHBIMU aHTUBUPYCHbIMU faszamu.



Cnep,yeT MOMHUTb, YTO peCypcCbl NONYNAPHbIX CanToB HUKOrga He I'IOTpeﬁyIOT OT yXe 3apermctpmpoBaBLlerocs
nonb3oBaTens JOMNONHUTENBHON aBTopusauumn, Tem 6onee 3a AeHbru nyTem oTrnpaBkn CMC.

6. OctopoxHo!!! HoBbIn BuA moweHHnyecTBa!!l

B Poccuickom cermeHTe cetn VIHTepHET cTana nosBnAaTbCs MHAPOPMaLWMs O Tak HasblBAEMbIX «3BYKOBbIX» HapKOTUKAX,
AKOBbI OKa3bIBAIOLLMX BNUAHNUE Ha BUHayparibHbIe PUTMbI YernoBeKka. Pekrnama ayanmoHapKOTMKOB OCYLLECTBIAETCS
NOCPEACTBOM MacCOBO PacChINK1 MMCEM Ha 3NEKTPOHHbIE MOYTOBbLIE afpeca Mnorb3oBaTerneit 1 Ha HoMepa B cUCTEMaXx
BbicTporo o6meHa coobLeHUAMKU. [JoCTyN K NPOCyLLIMBAHWIO ayauo-haiinos BO3MOXKEH Nocre BBEAEHWS creLmarnsHoro
LM POBOro Koaa, Mory4YeHne KOTOPoro NPOVUCXOAMUT UCKITKOUMTENBHO MOCTe OnaThl B BUAE OTNPaBKM CMC-COOBLLEHNS.
Pecypcbl, NpegnaratoLyye Takoro poaa Npoaykuuio, pacronaraioTcs Ha nowagsax sapy6ekHbix nposaiaepos v
3apernucTpupoBaHbl MO UKTUBHLIM AHKETHLIM JaHHbLIM.

o MHeHUO cneymanucToB, JOCTUYb peknamMmupyemoro Sdbd)eKTa nocpencTsoOM 3BYKOBbIX koneb6aHuii HEBO3MOXHO.
EAanHCTBEHHBLIM pe3ynbTaTtoM NpUMeHEeHUA «3BYKOBbIX» HAaPKOTUKOB ABMAKOTCA roJioBHbIE 6onun, YacTnyHas nortepa namMmaTmn
N CHWKEHNE MO3rOBOW aKTUBHOCTMW.

Takum obpasom, MHdopMaums 0 «UMPOBLIX HAPKOTMKaX» - 3TO XOPOLLO ChiaHMPOBaHHAsH «4epHasiy nuap-KoMMnaHus,
cnocobHasi NpMBreYb HOBbIX MOTEHLMarbHbLIX NOKyMNaTenen 3ByKoBbIX painoB, 1 ovepeHo cnocob nonyvyeHust geHer
MOLLUEHHMKaMMU.

7. HanpeHo cpeacTtBo oT Trojan.Encoder.20

KonunyecTBo BMpPYCOB, KOTOPbIMU HABOAHEHO NPOCTPAHCTBO BCEMMPHOM NayTWHbI, HA CErOAHSILLHWI AeHb He nogaaeTcs
NCYVUCTIEHUIO.

OpHoM 13 BpegoHOCHBLIX NporpamMM, pa3paboTaHHbIX 1 BHEAPEHHbIX B VIHTepHeT kubepnpecTynHukamu, ctan
Trojan.Encoder.20, KOTOpbIN SBNSETCH YCOBEPLLUEHCTBOBAaHHOW BepCcMen CBOero npeallectseHHmka Trojan.Encoder.19.

HoBosiBneHHasi nporpamma-BbiMoraTesib pacnpocTpaHsaeTCs Yepes canTbl CO BCTPOEHHbIM BPEAOHOCHBIM KOAOM MyTeM
CKPbITOW 3arpy3ku Ha KomnbloTep noceTutens camnta. OHa WwudpyeT BCe (hainsbl NoNb3oBaTeNeN, Nocne Yero
camonukeuagmpyetcs. INMpu nonbITke OTKPLITL (oanin Ha aKkpaHe NosABMseTCs coobLueHne ¢ TpeboBaHnem 3annaTtntb ot 10 o
89 nonnapos ¢ nomMoLblo SMS 3a BO3MOXHOCTb pacLuMppoBKM MHbopMaLmn.

Monb3oBaTensm, NoCTpaAaBLUKNX OT A4aHHOTO BUpYCa, peKOMeHAyeTCsl ckavaTb paspaboTaHHyto koMnaHueit «Dr. Web»
GecnnaTHyto yTUNUTY, KoTopasi MO3BONAET YHUYTOXUTb AaHHbI BUPYC.

8. BHumaHue! CoumnanbHble ceTH - Kak OAUH U3 CNOCOOOB BOBIIeYEHUSI HeCOBEpPLUEHHONETHMUX B 060poT
HeneranbHOro NopHo!

CoumarnbHble CeTn akTUBHO NCNOJIb3YKTCA 3/TI0yMbILUNIEHHUKaMW O3 BOBJl1eYeHUA netenn NnogpoCTKOB B pacnpocTpaHeHne
I'IOpHOFpaCbI/I‘-IeCKI/IX mMmaTtepuanos C ydactnemMm HeCcOoBepLUEeHHONETHNX NOCpPenCTBOM CETU MHTepHeT.

,D,J'Iﬂ 9TOro Co3gaeTCsd BbiMbILLIIEHHAA aHKeTa (SJ'IeKTpOHHaﬂ CTpaHVILl,a), roe ncnosib3yrTcd (bOTOCGCCVIVI M BbIMbILUNEHHDbIE
AaHHble HeCOBEPLUEHHONETHUX, B3ATbIE€ U3 Pa3JTINMYHbIX OTKPbITbIX NCTOYHUKOB. Takum 06pa30M, nopHoaeney mackmpyetcsa
nog Bnaom 0BbIKHOBEHHOIO nogpocCTKa, KOTOprVI B CceTun MHTepHeT NblTaeTCA paccka3aTtb O cebe 1 HaTN HOBbIX 3HAKOMbIX
Cc O6LLI,VIMI/I nHTEpPpEeCamMun.

B xofe aneKkTpoHHOro obLLeHust co34akTes YCrnoBusl, NobyxaatoLLme NoapoCcTKa HanpaBUTb CBON OTKPOBEHHbIE
doTorpadum. Nocne nx nonyvyeHns AaHHbIe U30OpaXKeHNst pacnpoCTPaHSATCA Ha TeMaTndecknx popymax,
dannoodbmeHHbIX cuctemax n goTo 1 BugeonopTanax.



3ayacTylo 3noyMblILLMEHHWKY CTaHOBATCH M3BECTHbI aHKETHbIE JaHHbIe NOAPOCTKAa, U Torga NPoUCXoauMT Tak HasblBaeMbIn
«TPOMMUHr» UNKn Tpaens (pasmelleHve B VIHTepHeTe Ha chopymax, B AIUCKYCCUOHHBIX rpynnax, B BUKU-MPOEKTax
NPOBOKALIMOHHbBIX COOBLLEHMI C Lienbio COBCTBEHHOIO pa3BrnevyeHnst U Co3gaHneM KOHMUKTOB MexXay y4acTHUKamu). 3T1o
HeobXxoaMMO AN YCTaHOBMNEHUS Kpyra 3HaKOMbIX, yuuTenen u poguTtene NoApocTka ¢ Lenbio HanpaBneHus um
nony4YeHHbIX NPOBOKALMOHHBLIX hoTorpadumi.

Obwasch B coumanbHbIX CETAX, NMOMHUTE:

JTio6ow yenoBek, C KOTOPbIM Bbl MO3HAKOMUNNCE B CETU 1 BCTYNWIKN B NEPENUCKY, MOXET OKa3aTbCs BCEro Nuilb
BbIMbILLIIEHHBIM NEPCOHaXeM. He yBuaeB ero BOO4MIo, Bbl HUKOrAa He CMoXeTe ObiTb YBEPEHHBIMW B €ro pearisHOM
cywecrtsoBaHmu!

WHdpopmauus, Hanpaensemasi Bamu nocpefacteoM cetu MIHTepHET - 6yab 3TO NUYHbIE AaHHble, hoTorpadum Nnéo Bruaeo -
MOXeT ObITb Ucnonb3oBaHa NpoTuB Bac, B TOM YMcre B KOPBICTHBIX Y NMPECTYMHbIX LEeNsX.

YBaxaemble poautenu! MNMpouHcTpykTUpynTe Bawwunx aeten 06 anemeHTapHbIX npasunax 6esonacHoctn B MiHTepHeTe!

YTo Takoe BpedoOHOCHbIE MNMporpamMmmMbl N Kak obe3onacuTb cebs B MHTepHeTe

OCHOBHbIM UCTOYHUKOM OMacHOCTU ANs NOoSb3oBaTerielt KOMNbIOTEPOB OblNN M OCTaOTCS BPEAOHOCHBLIE NPOrpamMMmbl,
KOTOpble C pa3BUTUEM CETEBbLIX TEXHOSIOTUIA MOSYYMNM HOBYIO CPEAY A1l CBOEro pacnpoCTpaHeHus.

BpenoHocHble NporpaMmbl - 3TO NPOrpammel, KOTOpble CMOCOGHBLI CamMOoCTosATENBHO, 6e3 BegoMa BnafernbLa KoMnbioTepa,
co3gaBaTb CBOM KOMWUW U pacnpoCTpaHsTe UX pas3nnyHbIiMy cnocobamu. MoaobHele nporpaMMbl MOTYT BbINOMHATL CaMble
pa3HooOpasHble AENCTBUS, HAUMHASA OT BnosHe 6e306uaHbIX "WyToK" (Tuna "rynsaowmx” No MOHUTOPY KapTUHOK) A0
MOJIHOTO Pa3pyLUEHUs NHAOPMaLMK, XPaHSILLECS Ha Quckax KoMnbloTepa.

B obuxoae 4acTo Bce BpeAOHOCHbIE MPOrpamMMbl Ha3biBakOT CIIOBOM "BUPYCHI”, XOTH, CTPOro roBOps, 3TO HE Tak.
BpenoHocHbIe MporpaMmmMbl MOXHO pas3genutb Ha Tpy rpynmbl:

- KOMMbIOTEPHbIE BUPYCHI;
- CETeBblE YepBY;
- TPOSIHCKUE NMPOrpaMMbl.

KomMnbloTepHble BUPYChI - 3TO NPOrpaMmbl, KOTOPblE YMEKT pa3MHOXaTbCs Y BHEAPSATb CBOM KOMUK B APYrMe NporpaMmbl,
T.€. 3apaxaTb yxe cywiectBytowme daisbl. OBbIYHO 3TO UcMonHsAeMble dhannbl (*.exe, *.com) unu danrnbl, cogepxalume
Makponpoueaypbl (*.doc, *.xIs), KoTopble B pedynbTate 3apaXeHns CTaHOBATCSA BPEe4OHOCHbBIMU.

KOMI'IbPOTeprIe BUPYCbIl CyWEeCTBYHOT aBHO. B nocnegHee xe BpemA, Korga KoMmnboTepbl cTanu O6'beJJ,VIHF|Tb B
KOMMNbKOTEPHbIE CETU, MOOKNMKYATb K MHTepHeTy, B OOMOJTIHEeHUE K TpaAUUNOHHBbIM KOMMbTEPHbBIM BUPYCaM NOABUITUCH
BpeaOHOCHbIE NporpaMmMbl HOBOIo Tuna: ceTeBble YepBu U TPOAHCKME nNporpamMmmbil.

CeTeBble YepBM - 3TO BPEAOHOCHBIE MPOrpaMMbl, KOTOPbIE PA3MHOXAaKTCS, HO HE ABMSATCH YacTbio Apyrux dannos,
npeactasnsas cobon camocTosATenbHble harnbl. CeTeBble YEPBM MOTYT PACMPOCTPAHSTBCS MO MOKamnbHbIM CETAM, MO
WHTepHeTy (Hanpumep, Yepes anekTPOoHHY noyTy). OcobeHHOCTb YepBen - YpesBbl4alHO ObicTpoe "pasMHoXeHne". Yepsb
6e3 Ballero BejoMa MOXET, HanpuMmep, OTNpaBuTb "JyepBrBbIe” COOBLLIEHNS BCEM PECMOHAEHTaM, agpeca KOTopbIX
MMeTCS B agpecHoi kHure Balien noutoBor nporpaMmmbl. MoMuMo 3arpysku ceTu B pesyrnbTaTe TaBUHOO6pasHoro
pacnpocTpaHeHusl CETEBbIE YEPBM CMOCOOHbI BbIMOMNHATL ONacHble AeNCTBYUS.

TpOﬂHCKVIe nporpamMmmbl HEe pa3MHOXakTCA N HE pacCblNnakdTCA CaM, OHU HUYEero He YHUYTOXalT Ha Bawem KOoMmnbroTEpPE,
O[HAaKO nocnencTeunda OoT X AeATesIbHOCTU MOryT OKa3aTbCA CaMbIMU HENPUATHBIMU U OLLYTUMbIMW. 3apava TpOﬂHCKOVI



nporpaMmmMbl 06bIYHO COCTOUT B TOM, YTOObI 06ecnevnTb 3noyMbILLUNEHHWKY AOCTYN K Ballemy KomnboTepy 1 BO3MOXHOCTb
ynpasrneHus uMm. Bce aTo nponcxoanT oveHb He3aMeTHO, 6e3 adhdekTHbIX NposBreHui. NpocTo B 0AMH "npekpacHbIn AeHb"
Ballla YacTHas nepenucka MoxeT 6biTb onybnvkoBaHa B VIHTepHeTe, BaxkHas 6usHec-uHdopMaLumsa npogaHa KOHKypeHTaMm,
a 6anaHc nuUEeBOro cyeTa y MHTEpPHET-NpoBangepa U B SNEKTPOHHbIX NIIaTEXHbIX CUCTEMAX HEOXUAAHHO ObICTPO
OKaXkeTcs HyneBbIM UNn oTpuLaTenbHbIM.

CoBeThl, kak obesonacutb cedbs
1. AneKkTpoHHas noyrta

OneKTPOHHasi MoYTa - Ha CeroAHsILLHUIA AeHb OAMH M3 cCaMblX NOMYSAPHbLIX CNOCOBOB pacnpoCTpaHEHUs! BPeAOHOCHbIX
nporpamm B VIHTepHeTe.

OB6bIYHOE CcoObLLIEHME INEKTPOHHOM MOYThI - 3TO NPOCTO TEKCT, cam No cebe OH He MoXeT BbITb onaceH. Ho k coobLueHuo
MOXHO NPUKPennaTb hans, HasbiBaeMbli hansnioMm BRoXXeHUsa nnm hansiom NpUcoeanHEHNs, KOTOPbIV BMOSHE MOXET
oKasaTbCs BPeAOHOCHOW NMPorpamMmmMon Unu 3apaxeHHbIM BUPYCOM (hansiom.

BpenoHocHbIe nporpaMmmel - 3T0 TaK UNW MHa4ve 1cnosHseMble dannbl (CaMoCToATENbHbIE UMW KOMaHAHbIe (CKpUNTHI)),
KOTOpble CpaGaTblBaIOT npu BbINONTHEHNN HA JAaHHOM KOMMblOTEpe. MoxkHO CCbOpMyJ'II/IpOBaTb cnegyrulyo TakTUKy B
6opbbe ¢ HUMK:

- BO-TMEepBbIX, He AoMnyckaTk, YTOObl BpeAoHOCHbIe NporpaMMbl Nonagany Ha Bal komnbioTep;
- BO-BTOPbIX, €CINN YK OHW kK Bam nonanu, HW B KOeM criydae He 3anyckaTb MX Ha BbIMOJTHEHUE;
- B-TPETbUX, ECMN OHW BCE Xe 3anyCTUNUCh, NMPUHSATL Mepbl, YTOObI, MO BO3MOXHOCTU, OHU HE NPUYMHUNK ylep6a.

Ecnu Bbl nony4nnm coobuieHne ¢ BUPYCOM, 3Ha4uT, Bbl y>ke HEBONMbHO BbIMOMHUAM NEPBbIV NPeaBapUTENbHbIN Lar Ha nyTu
K 3apaxkeHunto Bawlero komnbloTepa, NOCKONbKY OnacHbIn ¢hans CoXxpaHUcs Ha X)XecTkoMm aucke. Noka aTo He ¢haTanbHo, HO
O4eHb OMacHo, NO3TOMY, Mpexae BCero, He0OXoAUMO NPeanpPUHATE MePbI K TOMY, YTODbI 3TOr0 He NPOUCXOAMUIIO BNpeap.

Y MHOI1X OnepaTopoB CBA3W UMEIKTCSI HA NOYTOBLIX CEPBEPAX Psif PUIbTPOB, OTCEKAOLLMX NOA03PUTENbHBLIE NOCAHS.
OpHako, HECMOTPS Ha O4EBUAHYHO 3OPEKTMBHOCTL 0BLLIECMCTEMHOTO (UNbTPa, AN obecneyeHnss 6e3onacHOCTM ero Bce-
Taku HeJOCTaTOYHO, MOCKOSIbKY OH paccyuTaH Ha 06e3BpeXxvBaHue Y)Ke U3BECTHBIX BUPYCOB, TOFAa Kak HOBblE BUPYCbI BCE
elle MoryT 6ecnpensiTCTBEHHO MnonagaTh B NOYTOBLIN AWWK. [To3ToMy nonb3oBaTento HE06Xo0AMMO NPeanpUHATL
JOMNOSHUTENbHBIE Mepbl 6e30NacHOCTM.

Cambiin AeCTBEHHbIN CNocob orpaguTb OT BPEAOHOCHbLIX MPOrpamMmm CBOM MOYTOBbLIN ALK - 3TO 3anpeTUTb NpUeM
COOBGLLIEHNIA, CoOepKaLLMX MUCTIONHAEMbIe BrOXeHusl. Ecnn aboHeHT BktovaeT nogobHbI hunbTp, TO BCe COOOLLEHNS,
cogepxalyue ncnonHsiemole cavnbl, 6yayT aBToMaTU4eCcKn yaansTbCs HENMOCPEACTBEHHO Ha MOYTOBOM CepBepe.
HecMoTps Ha KaxyLLytoCcs paavKanbHOCTb NOA0OHOW Mepbl, OHa 04YeHb 3hdeKTMBHA 1 B BOMBbLUMHCTBE CrNyyYaeB He
NpUBOAWT K HeyA0O6CTBaM MMM OrpaHNYEHUSIM BO3MOXHOCTEN Monb3oBaTenei. Bo-nepBbix, kak NpaBuIo, Nno 3reKTPOHHON
MoYTe Yalle BCEro pacchinaloT JOKYMEHTbI U U306paxeHusl, HO He NporpamMmbl; BO-BTOPbIX, NPW HEOOXOAUMOCTU NOMYy4YUTb
Mo MoYTe NporpamMmmy MOXHO JOrOBOPUTLCH C OTNpaBMTENEM, YTOObI OH MPEeABapUTENBHO YrNaKkoBar ee ¢ MOMOLLbIO Kakoro-
nmbo apxmBatopa, Hanpumep, Winzip nnm WinRar. Nonb3a nony4ntcst 4BOViHas, NOCKONbKY pasmep Noy4yeHHoro dana-
apxvBa JOImKeH ObITb ropa3no MeHbLUue pa3Mmepa UcxogHoro danna.

NmeeTcs elle oauH cnocob He coxpaHsaTb NOA03pUTENbHbIE COOBLLEHUA Ha CBOEM KoMMbioTepe. Maes cocTouT B ToMm,
yTOGbI CHaYana nosyyaTtb C cepBepa W NpocMaTpyBaTh TOSbKO 3arofloBKU COOGLLEHUI U yAansTh HEHYXKHbIE MMCbMa
HENocpeaCTBEHHO Ha cepBepe, He CKauvBasi X Ha CBOW KOMMboTep. [nsl 3TOro MOXHO UCMOoNb30BaTh creuyarbHble
nporpammbl.



Ecnu xxe obcToaTenscTBa TakoBbl, YTO Bbl He MOXeTe opraHusoBaTb paboTy Tak, YTobbl HE NonyyaTb coobLLEeHUs C
UCMONHsAeMbIMU hannamm, a 3Ha4uT, coobLLEHNS C BPeOOHOCHBIMU NporpaMmamm MoryT 6biTe Bamu nonyyeHs!, To
Heo6XxoanMo NPeanpPUHATL Mepbl K TOMY, YTOObl Bpe4OHOCHbIE MPOrpamMMbl HU B KOEM criydae He Obinu 3anyLleHbl Ha
BbIMOSHEHNE.

[ns Toro 4tobbl 3anyCcTUTL hals BNOXEHWS Ha BbINONHEHWE, creayeT OTKpPbITb COobLLeHVe B OTAENbHOM OKHE, ABaXAbl
LLLENKHYB Ha CTPOKe coobLLeHMs B cnncke (COOBLLEHNE C BNOXEHNEM NOMEYEHO CKPEMNKON) N OTKPbITb hann-BnoxeHue,
OBaxabl LLENKHYB Ha MMeHn daiina B 3aronoske coobLueHuns (none "MpucoegnHnts").

YuuTbiBas ckazaHHOe, HEOOXOAMMO B3ATb 3a NPaBUIO HE OTKPbIBATb COOOLLEHMe (ABaXKAb! LLENKHYB MbILLKOW), 0COBEHHO
€Cnn coobLeHne NPULLINIO OT HEN3BECTHOIO oTnpaBuTeNs. [NpoynTaTh TEKCT BCEraa MOXHO B pexxume ObICTPOro npocmMoTpa
(korga Npy OQUHOYHOM LLIENYKE MbILLKON Ha COOBLLEHMMN B CNCKE TEKCT coobLLeHnst oToOpaXkaeTcs He B OTAENbHOM, a B
OCHOBHOM OKHe nporpammsbl). Bce nogo3sputenbHble coobLLeHns HEMeLNEHHO yaansaunTe.

Takxke HUKOrda He OTKpbIBaNTE HEMEANEHHO NpUCNaHHble hannbl-BNoXeHWs, B TOM Ynucne dpannbl OT Apy3en, Konner nnm
npucnaHHble OT MMEHU N3BECTHbIX hUpM. NpruHUMaKTe BO BHUMaHUE, YTO COOOLLEeHMS SKOObl OT 3HAaKOMbIX NULL MOTyT
oKasaTbCsa paccbinkamu, OTNpaBeHHbIMK CEeTEBBbIMU YepBsiMU. Takke umerTe B Buay, 4To 6e3 Bawero Begoma Hu ogHa
yBakaeMas opraHusaums He byaeT paccbinaTth annbl, 4aXe eCnv 3TO BaXKHbIE AaHHbIE, Takne, Kak OOHOBNEHNS CUCTEMBI

nnun odepenHaa 3awunta oT BUpPyCcoB.

O6paluante BHMMaHWE Ha pacluuperune daina. Ocobyto onacHOCTb MOryT NpeacTaBnaATb cobor hansbl Co crneayoLwmmm
pacwmpeHnamu:

-ade adp bas bat;

-chm cmd com cpl;

-crt eml exe hip;

-hta inf ins isp;

- jse Ink mdb mde;

-msc msi msp mst;

-pcd pif reg scr;

-sct shs url vbs;

-vbe wsf wsh wsc;

YacTo BpeaoHOCHbIe Ghaiinbl MackMpyoTest nof obblyHbIe rpaduyeckune, ayamno- n Bugeodannsl. s Toro 4tobbl BUOETb
HacTosiLLee pacluMpeHue anna, 06a3aTenbHO BKIMIOUYUTE B CUCTEME PEXMM OTOBpaXeHWst paclumpeHuii hannos.

ByabTe o4eHb OCTOPOXHBI NPU NOJSTyYeHUM COOBLLEHNI C harnaMu-BrioxeHsiMU. Moao3puTenbHble COODLLEHUS NyYlle
HEMeZANeHHO yaanaTb.;

,D,J'Iﬂ TOro YToObI yoanutb coobLLeHre B NOYTOBOM nporpamMmmMe noJiHOCTbIO!

- yoanute cooblLiieHre 13 nanku Bxoasuive;

- yaanute coobLeHne 13 nanku YaaneHHole;



- BbINONHWUTE Hap nankamu onepauuio "Cxate" (Pann/Manka/CxaTtb BCe nanku).

K coxxaneHuto, Heo6xoANMO OTMETUTb, YTO AaXe npu TBEpaoM HamMmepeHn He OTKpPbIBaTb HEMeANNeHHO NpuUcCblifiaemMble
¢)a|7|n|>| Henb3A UCKINKYaTb Cllydan, Koraa OHu BCe-Taku 6y,El,yT 3anylleHbl: Bcrneacresne oLwmnbKm nporpaMmMmHoro
obecneyeHus, No owmbke unm HeaopasyMeHuto. OpaHako n B 3TuX YCINOBUAX BO3MOXXHO NpeanpuHATb KOHTPMEpPI.

B nepByto ovyepenb crnegurte, 4TOObI y Bac 6binn YCTaHOBJI€Hbl CaMbl€ nocrnegHne 0OHOBIEHMSA nporpamMmm.

HenuwHum ByaeT ycTaHOBUTL NepcoHanbHbIn MexceTesow akpaH (firewall). B Hew cneayeT ykasaTb ncyepnbiBaroLLmn
CNUCOK NPOorpamMm v JOCTYMHbLIX MM MOPTOB 1 CePBUCOB. Kak TOMbKO Kakas-nmbo He3HakoMasi nporpamma nonbitaeTcs
OTNPaBUTL MOYTY, OHa TYT e ByaeT obHapyxeHa, 1 3apasa He pacnpocTpaHuTcsa ¢ Baliero komnbtoTepa Aanblue.

Kpome Toro, otcnexmsaTb U 61OKUMPOBaTh ONacHble AENCTBUSA, KOTOPbIE MOTYT BbINOMHATL BPEAOHOCHbBIE NPOrpaMMbl
(oBpalueHmre k harnam, 3arpy3oyHor obnacTm ancka, CUCTEMHOMY peecTpy U T.M.), CNOCOOHbI cneLmanbHble NporpaMmmebl-
CTOpOXa, 0ObIYHO BXOASILLME B COCTAB aHTUBUPYCHBIX MAKeTOB. Takvne nporpaMmMbl 0O6bIMHO aBTOMaTUYECKM 3anyCKaloTCs Ha
BbIMOTHEHWE NMPU 3arpy3ke onepaLMoHHOW CUCTEMbI U HE3aMETHO NPOCIEXNBAOT AENCTBUS NPOrpaMm.

HakoHeu, pekomeHayem 6onblue BHMMaHusi obpaliatb Ha To, YTO NPpoUCXoauT Ha Bawem komnbloTepe BO BpeMsi ceaHca
cBsa3su ¢ NHtepHeT. Ecnu Bbl 3ameTuTe, 4TO B TO Bpems, koraa Bbl He BbINOMHAETE HUKAKNX AENCTBUN C CETbIO, MHAUKATOP
aKTUBHOCTW Nepeaayvn 4aHHbIX N0 CETM roBOpMT 06 0OpaTHOM, HEMeOIeHHO NpeKpaLlanTe CBA3b U NPOBEPSINTE CBON
KOMMbIOTEP aHTMBUPYCHbIMK NporpaMmmamu. IHOMKaTopoM aKTMBHOCTY paboThl C CETbIO MOXET CIYXUTb BHELLUHUI MOAEM
(mamMnoykM MUratoT), 3Ha4YOK ABYX COEAUHEHHBLIX KOMMbIOTEPOB, MOSIBASIOLLMIACA NPU YCTAHOBMEHUN CBSA3M BHU3Y HA NaHenm
3agad (muraer).

PekomeHgaumm no obecneveHuto 6esonacHon paboTsl B IHTepHeTe

CyMMUpysi BCce ckasaHHOe, KpaTKo MOXHO chOopMyrMpoBaTh CrieaytoLive pekoMeHaauuy, HanpasneHHbIe Ha NoBbILIEeHVE
6e3onacHocTn paboThl Nonb3oBaTtens B IHTepHeTe:

- YCTaHOBUTb aHTMBMPYCHOE NporpamMHoe obecneveHne ¢ cambiMy nocnegHMMu o6HOBNEHAMI aHTUBUPYCHOM 6a3bl.
MpoBepsATb HOBbIE hansbl, COXpaHsemMble Ha KoMmnbloTepe. [Neprognyeckn NpoBepATb KOMMbIOTEP MOSIHOCTLIO.

- OTCIEXMBaTL MOSIBMIEHNE HOBbLIX BEPCUIA OMEePaLMOHHbLIX CUCTEM Y CBOEBPEMEHHO YCTaHaBNMBaTb OBHOBIEHUS K HAM,
yCTpaHsitoLme obHapyXeHHbIE OLLNOKMU.

- HACTPOMUTL OMEepPaLMOHHY CUCTEMY Tak, YTOObI obecneynBanncb OCHOBHbIE NpaBuna 6e3onacHOCTM Npu paboTe B CETW.
Mo BO3MOXHOCTM OTKa3aTbCsi OT UCMOJIb30BAHUS CTapbiX ONepPaLMOHHLIX MPOrpaMM B Nnorb3y 6onee CoBPEMEHHbIX.

- perynsipHo 06HOBISATb MNONb30BaTENLCKOE NPOorpaMMHoe obecneyeHne anst paboTbl B ceTH, Takoe, kKak VIHTepHeT-6paysep,
MOYTOBbIE MPOrpaMMbl, yCTaHaBNMBasi caMmble nocreHne o6HOBNEHMS.

- BbIMOJTHUTb HaCTpOIZKVI MOYThlI, 6paysepa N KINMEHTOB OpPYrnx ncnosib3yemMbiX CepBUCOB, YyMEHbLUAKLWne puck BO34ENCTBUS
BPeAOHOCHbIX NporpaMm 1 noaBepXXeHHOCTb CeTeBbIM aTakaMm.

- HUKOT[la HE YCTaHaBMMBaTb U HE COXPaHATb hainbl, NOMy4YeHHbIE U3 HEHAAEXHBLIX UCTOUYHMKOB: CKaYeHHbIE C HEU3BECTHBIX
web-caiiToB, NpucnaHHbIe No 3MEKTPOHHOW NoYyTe, NoMnyyYeHHbIe B TenekoHdepeHLmsx, - 6e3 npeasapuTensHON NPOBEPKM
aHTUBMPYCHOM Nporpammoint. NogosputenbHbie hannbl ydlle HemegneHHo yaansTb.

- NPV MONYYEHMUN U3BELLEHUIA O HEJOCTABKE MOYTOBbIX COOOLLIEHNIN 0OpalLaTe BHUMaHWE Ha NPUYKHY 1 B Crydae
aBTOMAaTUYECKOro OMOBELLEHNS O BO3MOXHOWM OTMNPaBKe BUpyca HeMeANeHHO NPOBEPsSiTb KOMMbIOTEP aHTUBUPYCHOM
nNporpaMMon.



- N0 BO3MOXHOCTU, HE COXPaHATb B CUCTEME Naposn (,D,J'IFI YCTaHOBKU COEeANHEHWI C MHTepHeTOM, ana SﬂeKTpOHHOVI NOoYThbl
n p,p.), nepmnoan4eckm nx MeHATb. PerynﬂpHo BbIMOJTHATb pe3epBHOEe KonmpoBaHue BaXHOM I/IHd’.)OpMaLI,I/II/I.

- NoAroToBUTb N UMETb B JOCTYNMHOM MeCTe CUCTEMHBIN 3arpy30quu7| ouck. B Clny4ae nogo3peHnA Ha 3apaXXeHne
KOMnNbrOTEPA BpeLI,OHOCHOIZ I'IpOFpaMMOI;I 3arpy3ntb cuUCTemMy C AnCKa n npoBepuTb aHTI/lBI/IpyCHOI7I I'IpOFpaMMOVI.

BHumaHue! B coyuarnbHbIx cemsix opyoyrom MOWeHHUKU!

B nepviog HoBOrogHMX NpasgHMKOB U B HACTOSILLLEE BPEMSI B COLMasibHbIX CETSIX MHOMMM NOMb30BaTeNsiM NPUXOANAT
COOGLLEHNS OT MOCTOPOHHUX NUL, UK OT APY3eW, HAXOASALMXCA B KOHTAKTHOM NMCTE, C NMPOCLGOI NOCETUTL ONpeaeNieHHbIN
pecypc U1 NporosiocoBaTh 3a HUX, OTMNPaBUB CMC Ha KOPOTKMI HOMep. Hapsay ¢ 3TM MOLLEHHMKM 3a4acTyio MEHSIIOT
cTaTyc nonb3oBaTtesieil u pasmeLlalT HeOGXo0AMMYIO UM MHAOPMaLUIO.

YnpasneHue «K» npegynpexgaeT: He noafaBaiTech yioBKaM MOLLEHHMKOB, NoceLlas ykasaHHble pecypchbl Unu OTNpaBnss
CMC Ha 0603Ha4YeHHbI Homep! BeposiTHee Bcero, cTpaHuLa Nonb3oBaTers, OT KOTOPOro NpuxoasT nogo6GHoro poaa
Co06LLEeHNs, B3rloMaHa, U OT ero MMeHW OCYLLIECTBIIIETCA MaccoBasi pacchlfika. MNpv nepexofe Ha ykasaHHble pecypchbl
BeIvKa BEPOSITHOCTb 3apa3uTb KOMMbIOTEP KaKoii-nMbo BpeaoHOCHO NporpaMMoii, a Mnocre OTNpaBKu CMC Ha YKasaHHbIi
HOMEP MOXHO MOTepPATb CO CYETa HEMATy CyMMY AEHer.

Bo nsbexaHne HecaHKLMOHMPOBAHHOIO AOCTYNa K BallMM CTpaHuLaMm B couparnbHbIX CETSIX, B TOM YMCTe U K COAepKXUMOMY
3MNEKTPOHHOW MOYTLI, a Takke ANa NPeaoTBPaLLeHNs BO3MOXHbIX NOCNeACTBUIA, CBA3aHHLIX C AENCTBUAMU MOLLEHHMKOB,
criegyeT NpeanpuHaTL creayoLmne Mepbi:

1. Bo3gepxutechb OT BbINOMTHEHWS YKa3aHHOM B COOBLLEHNM NPOCLOBI.

2. CBAXKMTECH C APYroM, OT KOTOPOTO Bbl MOMYYMNY BhilLeyKkasaHHOE COObLLEHME, U YTOUYHWUTE Y HETO, e MCTBUTENBHO NN OH
ABNSETCA aBTOPOM MOCIaHWS.

3. Ecnv BbISICHWTCS, YTO CTpaHuLa Nonb3oBaTensi B3NoMaHa, eMy HeoGX04MMO NMOMEHSITb Naposiv B COLMaIIbHbIX CETSX U
3rEeKTPOHHOW MOYTE, a TaKkKe NPOBEPUTL KOMMbIOTEP HA HanM4iue BUPYCOB.

A B KadecTBe 00LLel pekoMeHgaunm cneumanuctbl YnpaeneHms «K» coBeTyOT Nonb3oBaTesnsaM yCTaHaBNMBaTb HA CBOM
KOMMbIOTEP XOPOLLO 3apekoMeHa0BaBLUNE Ce0S aHTUBUPYCHbIE MPOrpamMmmbl 1 He NpeHebperaTb Mepamu 6e30nacHOCTH BO
Bpems Nonb3oBaHus IHTEpHETOM.

OcrteperanTtecb NpeanoxeHunii 06 yCcTaHOBMEHNM MECTOHAXOXAEHUSI YeroBeKa Mo HOMePY ero MobubHoro!

B nocrnegHee Bpemsi MHOMMe nosib3oBaTeny VIHTepHeTa CTankmBatoTCA C pa3MeLLeHHOM B CETU MHApOpMaLMen 0 TOM, YTO
OHW MOTYT YCTaHOBWUTb MECTOHaXOXAEHWE YernoBeka no Homepy ero MmobuneHoro TenedoHa. [ina atoro TpebyeTcs
OTMNpaBUTb SMS C HAOOPOM OnpeaeneHHbIX LGP Ha yKasaHHbIN Homep 1 3a 10 pybren nonyyYnTb Kog AOCTyna K ycnyre.

OgpgHako nocne npoesegeHna BbilleyKa3daHHbIX MaHVII'IyJ'IFlLWIVI KIMMEeHTY TakK N He yaaeTCA OCyLLeCTBUTb NMOUCK NHTepeCcyroLero
€ro 4yerioBeka, 3aTo C ero c4eTa CnnucbiBaeTCAd KpyriieHbKasa cyMmma.

Ynpaenexue «K» MBL Poccun npegynpexnaeT, 4To onpeaeniTs MECTOHAX0XAEHWE YeroBeka No HoMepy MOBUITbHOTO
TenedoHa MOXHO UCKIIOYMTENBHO C ero cornacusl. Takyto ycryry npefoCcTaBnsioT HEKOTOpble onepaTopbl COTOBOW CBSI3U B
ycTaHoBMeHHOM nopsiake. OfHako ecrnu nofobHoe NpeaioXKeHe UCXOAUT He OT onepaTopa COTOBOW CBA3M, a OT TPETbUX
N, TO 3TO SABNAETCA He YeM WHbIM, Kak MOLLEHHUYECTBOM!
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